CODA Estates Limited - Privacy Notice
Introduction

Coda Estates Limited is committed to ensuring the secure and safe management of
data held by us in relation to customers, staff, and other individuals.

Our staff members have a responsibility to ensure compliance with the terms of this
policy and to manage individuals’ data in accordance with the procedures outlined in
this policy and documentation referred to herein.

We need to gather and use certain information about individuals. These can include
customers (tenants, landlords, clients etc), employees and other individuals that we
have a contractual relationship with.

We manage a significant amount of data from a variety of sources containing personal
data and sensitive personal data (known as special categories of personal data under
the GDPR).

This Privacy Notice explains how we intend to make use of your personal data for the
purposes of providing services.

A Data Protection Officer (DPO) is an individual who has an over-arching responsibility
and oversight over compliance by us with data protection laws. We have an appointed
DPO (Sharon Cooke) who can be contacted on the following details:

Email: enquiries@codaestates.co.uk Post: The DPO, 2-4 Heath Avenue, Lenzie,
Glasgow, G66 4LG

Our DPO is responsible for:

e Monitoring our compliance with data protection laws and this policy
e Co-operating with and servicing as our contact for discussions with the IC
e Reporting breaches or suspected breaches to the IC and data subjects.

Legislation

Itis a legal requirement that we process data correctly. We must collect, handle, and
store personal information in accordance with the relevant legislation.

The relevant legislation in relation to the processing of data is:

e The UK General Data Protection Regulation (the GDPR)

e The Privacy and Electronic Communications Regulations 2023 (SI 2003/2426)

e The Data Protection Act 2018 (2018 Act)

e The date (Use and Access) Act 2025 (2025 Act) and:

e Anyother applicable law relating to the protection of personal data and the
privacy of individuals.



Consent

Consent as a ground of processing will require to be used from time to time by us when
processing personal data. It should be used by us when no other alternative ground for
processing is available. In the event we require to obtain consent to process a data
subject’s personal data, we shall obtain consent to process a data subject’s personal
data (unless extenuating circumstances apply).

The consent provided by the data subject must be freely given and the data subject will
be required to sign a relevant consent form if willing to consent (again, subject to
extenuating circumstances such as the data subject being unable to write). Any
consent to be obtained by us must be for a specific and defined purpose (i.e. general
consent cannot be sought).

Where consent is obtained and relied upon, the individual providing that consent has
the right to withdraw that consent at any time following it being provided.

Processing of special category personal data or criminal offence data.

In the event that we process special category personal data or criminal offence data, we
must do so in accordance with one of the grounds of processing in data protection law,
which include:

e The data subject has given explicit consent to the processing of this data for a
specified purpose.

e Processing is necessary for carrying out obligations or exercising rights related to
employment of social security or social protection law.

e Processing is necessary to protect the vital interest of the data subject or, if the
data subject is incapable of giving consent, the vital interests of another person.

e Processing is necessary for the establishment, exercise or defence of legal
claims, or whenever courts are acting in their capacity.

e Processing relates to personal data manifestly made public by the individual.

e Processing is necessary for the purposes of preventative or occupational
medicine, for the assessment of working capacity of employees, medical
diagnosis, the prevention of health or social care or treatment.



Data

We hold a variety of data relating to individuals, including customers and employees
(also referred to as data subjects) which is known as personal data. Personal data held
by us can be on paper if kept in a secure where unauthorised personnel cannot access
it. Personal data can also be held electronically by us and must be protected from
unauthorised use and access via password protection both internally and externally.

The personal data held and processed by us can be:

e Personal data that is that from which a living individual can be identifies either by
that data alone, or in conjunction with other data held by us and relates to that
individual.

e We also hold personal data that is sensitive in nature (i.e. reveals a data subject’s
racial or ethnic origin, religious beliefs, political opinions, or relates to health or
sexual orientation). This is special category personal data or sensitive personal
data. The Secretary of State may designate further categories of Special
Category Personal Data and is this occurs then we shall treat any such
designated date accordingly.

We use data we have collected about people for the following permitted purposes
under the General Data Protection Regulation:

@ To fulfil contractual obligations, we have toward them (where appropriate);

@ To protect our legitimate interests and the legitimate interests of clients (landlords or
property sellers);

@ To allow our clients to fulfil their own contractual obligations to you (e.g. by carrying
out repairs and property maintenance);

@ To fulfil our obligations under the law. Where we have obtained proper consent to do
so we will also use your contact data:

@ To allow us to send you property alerts and information;
® To allow us to market our services;
@ To allow us to market relevant services by other third parties.

@® We may also anonymise data and then use it for statistical analysis of the property
market.



How is your Personal Data Collected?
We use different methods to collect data from and about you.

You may give us your Identity, Contact and Financial Data by filling in forms or by
corresponding with us by post, phone, email or otherwise. This includes personal data
you provide when you:

@ apply for our Estate and Letting Agency services (including applying for a tenancy);
@ create a mailing list account;
@ subscribe to our service or publications;

@ request property details, send us an enquiry or request a valuation by visiting our
branch offices, telephoning us or sending us an email or online enquiry;

@ enter a competition, promotion or survey; or

@ contact us through social media;

@ give us some feedback.

Data sharing - Third parties or publicly available source

We may receive personal data about you from various third parties and public sources
as set out below: Identity and Contact Data from data brokers or aggregators such as:

® Rightmove Plc (based inside the EU)

@® Zoopla Property Group Plc (based inside the EU)

@ All Agents (based inside the UK)

@ Facebook/Instagram/Twitter (based outside the EU)

Identity and Contact Data from publicly availably sources within the UK such as:
® The Registers of Scotland — Land Register

® The Scottish Landlord Register

@® Companies House

@ Electoral Register

Identity and contact data from other sources in the UK such as:
@® Department of work and pensions

® Local Authorities



Processors

A processor is a third party entity that processes personal data on our behalf and are
frequently engaged if certain parts of our work is outsourced (such as payroll,
maintenance and repair works). A processor must comply with data protection laws
and have appropriate technical security measures in place, maintain records or
processing activities, and notify us if a data breach is suffered. Where we need to
contract with a third party to process personal data held by us we shall require the third
party to enter into a data processing agreement with us in accordance with the terms of
the model data processing agreement.

General data uses

Our IT services and our business management software are provided by Document
Data Group. They may have occasional access to personal data that we hold as a side-
effect of their access to our computer systems for maintenance, trouble shooting and
testing purposes. They will not make any use of personal data from our systems at all.
We have a contract with them to protect your data privacy.

We will use Microsoft Outlook to process email communications sent by staff and
Microsoft Sharepoint to share files within the office. They process data within the
European Economic Area (EEA) and maintain GDPR compliance. Where we have been
given your consent to use your data for marketing purposes such as emailing you
property alerts when a property is listed for sale or let that matches your criteria or is
updated to match your criteria, we will only do so to the extent that your consent was
given and only to the organisations or categories of organisations we identified when
seeking that consent. We will use Alto Property Software a cloud based property
software system to send automated email communications generated and sent by our
management software system. They process data within the EEA and we have a
contract with them to protect your data privacy.

Through our IT services provider Arrow Business Communications (T/A Arrow
Communications) we use Arrow Communication to securely store data within the UK.
They will not make any use of personal data stored with them at all.

We use NineTwo Design and Elevate with Nicole as our property marketing and
creative design services providers. Elevate with Nicole and Push Property also help
manage our social media accounts. They do not have access to personal data from our
IT systems. They process data within the EEA and we have a contract with them to
protect your data privacy.

Our website is provided by NineTwo Design and 79 Creative host our Domain name.
They process data within the European Economic Area (EEA) and we have a contract
with them to protect data privacy. We use NineTwo Design to securely store our



website data within the UK. They will not make any use of personal data stored with
them at all. We will pass identity and financial information to legal advisors and debt
collectors to protect our and our client’s legitimate interests by assisting in the
collection of debts owed to ourselves or our clients or to take legal advice about claims
that may be advanced against us or our clients.

Specific data uses - Sales Vendors, Purchasers & Viewers

We will securely pass identity information about Sales Vendors to Adobe Systems
Software Ireland Limited (Adobe Ireland) (T/A Adobe) when instructed by you to
appoint us as your Selling Agent for the purpose of signing our electronic Sole Selling
Rights Agreement. They process data within the EEA and we have a contract with them
to protect your data privacy. We may also make reports to government agencies where
we have a reasonable suspicion of money laundering or terrorist or criminal financing in
line with the Money Laundering, Terrorist Financing and Transfer of Funds (Information
on the Payer) Regulations 2017. We will securely pass identity information about Sales
Vendors to Shepherd Chartered Surveyors (T/A J&E Shepherd) or D M Hall LLP
Chartered Surveyors when instructed by you to book your Home Report. They process
data within the EEA and we have a contract with them to protect your data privacy.

We will securely pass identity information about Sales Vendors to Roddy Scott
Photography Ltd to produce property videography and photography for marketing
purposes. They process data within the EEA and we have a contract with them to
protect your data privacy. We will place details of properties on our own and other
websites, on social media and in the press to market them for sale or letting.

Where we have been given your consent to securely pass your identity information to
third party Solicitor firms and Mortgage Brokers we will only do so to the extent that your
consent was given and only to the organisations or categories of organisations we
identified when seeking that that consent.

Data Breaches

We take the security of data very seriously and in the unlikely event of a breach will take
the following steps:

e As soon asthe breach or potential breach has occurred the DPO must be
notified in writing with details of the breach, how it occurred, and the likely
impact of that breach.

e We must seek to contain the breach.

e The DPO must consider whether the breach is one which requires to be reported
to the Information Commission (IC).

e Notify third parties in accordance with the terms of any applicable data sharing
agreements, data processing arrangements or equivalent contract terms.



e The DPO is required to report any breaches which pose a risk to the rights and
freedoms of the data subjects who are the subject of the breach to the IC within
72 hours of the breach occurring or us becoming aware of the breach. The DPO
must also consider whether it is appropriate to notify those data subjects
affected by the breach.

e Where a breach poses a high risk to the rights and freedoms of the data subjects
impacted by the breach, we must, in addition to notifying the IC, promptly notify
the data subjects in question.

Specific data uses - Landlords & Tenants

We will place details of properties on our own and other websites, on social media and
in the press to market them for sale or letting.

On occasion we will securely pass identity and financial information about prospective
Tenants to our referencing agency, Goodlord and to Credas for money laundering
checks. Our referencing agency will access your credit records held with a credit
referencing agency as part of the referencing process. Our referencing agency will also
use identity information, banking, employment, and past residence information to
obtain references from previous landlords, banks, or employers as to the suitability of a
prospective tenant for a property and their ability to afford the rent. This may include
telling those organisations or individuals the rent that the proposed tenancy is being
marketed at. Our referencing agency may process parts of your credit records and other
data they obtain to process your data automatically to produce a score which will
determine whether or not you will be offered a tenancy. This is to protect the legitimate
interests of our Landlord clients in having tenants who will not misuse their property
and will pay the rent on time. If you refuse to give us this information or seek to try to
prevent us making use of it then we will not be able to offer you a tenancy.

For fully managed tenancies, we will securely pass identity information we collect about
Tenants and Landlords clients who enter into tenancies to SafeDeposit Scotland. This
is to fulfil our Landlord clients’ legal obligations under the Housing (Scotland) Act 2006
and the Tenancy Deposit Schemes (Scotland) Regulations 2011 to register a tenant’s
deposit with an approved tenancy deposit scheme in Scotland. This also allows us to
fulfil our contractual obligation to our Landlord clients by registering a tenants deposit
on behalf of our Landlord client. We will pass the name, address, and telephone details
of new Tenants to utility providers and local authority tax collection agencies to allow
utility and tax accounts to be placed in the correct names to protect the legitimate
interests of our Landlord clients.

We will pass the name, address and telephone details of Landlord clients to utility
providers and local authority tax collection agencies to allow utility and tax accounts to
be placed in the correct names to protect the legitimate interests of outgoing Tenants.



We will use a repair management software provided by My Property File (part of Alto)
and CSS Inventory Clerks. They may have occasional access to data for maintenance
and trouble-shooting purposes. They process data using a cloud-based system within
the EEA. We have a contract with them to protect data privacy. We will use an inventory
and inspection software provided by CSS Inventory Clerks. They may have occasional
access to data for maintenance and trouble-shooting purposes. They process data
using a cloud-based system within the EEA. We have a contract with them to protect
data privacy.

We will pass personal contact information of Tenants and property details to our
approved contractors to allow our Landlord clients to fulfil their contractual obligation
to organise tenancies and maintain tenanted property and to meet their legitimate
interest in protecting their property. We will take steps to require maintenance
contractors to comply with their data protection obligations.

We will pass identity and financial information of our Landlord clients to the Royal Bank
of Scotland Group Plc (T/A RBS) to fulfil our contractual obligation to facilitate the
transfer of net rent receipts received from Tenants or other sums owed to our Landlord
clients.

We will pass identity and financial information of our Landlord clients to HM Revenue &
Customs to fulfil our legal obligations in respect of receiving a Notice under Paragraph
1, Schedule 23 to the Finance Act 2011 and with the Non-resident Landlord Scheme.

Retention

We will retain data no longer than necessary. We will retain information about enquiries
that do not progress to viewing, valuation, offering, purchase or let for 12 months from
the date the enquiry was received for statistical and management information
purposes.

Where offers are made by a Tenant applicant and/or a tenancy is entered into with a
Landlord client, we will retain the information about that tenancy for 6 years after it
ends to comply with our statutory duties to retain information for tax authorities, to
comply with The Property Ombudsman Code of Practice for Residential Letting
Agents in Scotland as well as to protect our legitimate interests and those of our
Landlord clients in defending possible legal claims.

Specific data uses — Sales and Letting Property Valuations (that do not come to
market with us)

Where we have been given your consent to securely pass your identity information to
third party Solicitor firms and Mortgage Brokers we will only do so to the extent that your
consent was given and only to the organisations or categories of organisations we
identified when seeking that consent.



Your Rights
The right to be forgotten

e Adata subject can exercise their right to be forgotten by submitting a request in
writing to us seeking that we erase the date subject’s personal data.

e Eachrequestreceived by us will require to be considered on its own merits and
legal advice will require to be obtained in relation to such requests from time to
time. The DPO will have responsibility for accepting or refusing the data subject’s
request in accordance with this clause and will respond in writing to the request.

e Adata subject may request that we restrict our processing of the data subject’s
personal data or object to the processing of that data.

e Inthe event that any direct marketing is undertaken from time to time by us, a
data subject has an absolute right to object to processing of this nature by us,
and if we receive a written request to cease processing for this purpose, then we
must do so immediately.

e Eachrequest received by us will be considered on it’s own merits and legal
advice will be required to be obtained in relation to such requests from time to
time. The DPO will have responsibility for accepting or refusing the data subject’s
request in accordance with clause 9.5 and will respond in writing to the request.

The right to complain

A data subject may make a complaint to us if they consider that our processing of their
personal data is in breach of data protection law.

We must facilitate the making of such complaints by taking steps such as providing a
link to complaint handling on our website. Complaints can be submitted electronically
and by other means such as submitting a hard copy of the data subject’s complaint
form.

We must acknowledge receipt of a data subject’s compliant within 30 days of the
complaint being received.

When we receive a complaint under this section we must also without undue delay:

e Take appropriate steps to respond to the complaint including making enquiries
into the subject matter of the complaint (to the extent appropriate)

e Inform the data subject of the progress on the complaint and

e Inform the data subject of the outcome of the complaint.

Where we have asked your consent for the use of your data you may withdraw it at any
time. We may only then process your data if we can established a need to do so.

You have the right to ask us to delete or stop processing your data. We may only then
continue to do so if we can establish a need to do so.



If you are unhappy with how we have handled your data, you may complain to us at any
time by contacting the Data Protection Officer named above. You also have the right to
complain to the Information Commission whose details can be found (along with more
information on your rights) at (https://ico.org.uk).

Privacy impact assessments

Privacy impact assessments (PIAs) are a means of assisting us in identifying and
reducing the risks that our operations have on personal privacy of data subjects.

We shall:

e Carryout a PIA before undertaking a project or processing activity which poses a
high risk to an individual’s privacy. High risk can include, but is not limited to,
activities using information relating to health or race, or the implementation of a
new IT system for storing and accessing personal data.

e Incarrying out a PIA include a description of the processing activity, its purpose,
an assessment of the need for the processing, a summary of the risks identified
and the measures that we will take to reduce those risks, and details of any
security measures that we require to be taken to protect the personal data.

e We will require to consult the IC in the event that a PIA identifies a high level of
risk which cannot be reduced. The DPO will be responsible for such reporting,
and where a high level of risk is identified by those carrying out the PIA they
require to notify the DPO within five working days.

Access to Personal Information

Data subjects have a variety of rights which include the right to request to a restriction
of processing their data, a right to be forgotten, a right to restrict or object to our
processing of their data and a right to complain to us about how we are processing their
data.

You have the right to ask for a copy of any of your personal data held by us (where such
data is held). This is known as a “subject access request”. Under the GDPR, no fee is
payable and we will provide any and all information in response to your request free of
charge. Upon receipt of a request by the Data Subject we must respond to the subject
access request within one calendar month of the date of receipt of the request.

We must:

e Provide the data subject with an electronic or hard copy of the personal data
requested unless any exemption to the provision of that data applies in law

e Where the personal data comprises date relating to other data subjects, must
take reasonable steps to obtain consent from those data subjects to the
disclosure of that personal data to the data subject who has made the subject


https://ico.org.uk/

access request or we may determine it is reasonable to disclose said data
without consent.

e Where we do not hold the personal data sought by the data subject, must
confirm that we do not hold any personal data sought by the data subject as
soon as practicably possible, and in any event, not later than one calendar
month from the date on which the request was made.

Please contact the Data Protection Officer on the above contact details contained at
the start of this Privacy Notice.

Our use of Cookies

Our website uses cookies to distinguish you from other users of our website. This helps
us to optimise your experience of our website and services and also allows to improve
our site. For detailed information on the cookies we use, the purposes for which we use
them and our Cookie Policy. Our website and applications may collect anonymous data
about how you use our services in order to help us improve future functionality.

We use Google Analytics, which is a web analysis service provided by Google. No data
that personally identifies an individual (such as a name, email address or billing
information) is tracked, collected or uploaded. We may collect and report on the
adoption and usage of specific features, crashes and exceptions and other useful,
anonymous metrics.

More about Googles Privacy Policy.

Opting out: View our Cookie Policy to learn about our use of cookies, and how to
manage or remove them.

Links to other Websites

This privacy notice does not cover the links within this site linking to other websites. We
encourage you to read the privacy statements on the other websites you visit.

Changes to this Privacy Notice We may change this Privacy Notice from time to time.
This may be necessary, for example, if the law changes, or if we change our business in
a way that affects personal data protection.

This privacy notice was last updated on August 2026.



